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Device card

Device cards are used to describe any device, such as a
phone, tablet or laptop which you use to capture or work

with research data.

Device make and model

How is this device secured?
I:l Password/PIN I:l Encrypted |:| Face [ Finger I:l It's not

Does this device automatically backup data to the cloud?

I:l Yes |:| No |:| Not sure

Fill out a Software or App card for each app that you
use to record or process research data on this device

Do you keep a record of the date the data was captured?

I:l Yes |:| No |:| Not sure

Is data deleted from this device after transferring to storage?

D Yes D No D Not sure
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Device cards are used to describe any device, such as a
phone, tablet or laptop which you use to capture or work

with research data.
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For supporting information, visit: consentkit.com/data-management-workshop
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Transfer card

Where are you when you transfer research data?

How is the data transferred?

[]wr  [] suetooth [ ] use/cavle [ ] other

Do you need a password if you access the internet?
I:' Yes I:' No I:' Not applicable

Does anyone outside your organisation have access to the WIFI?

|:| Yes I:l No I:l Not applicable
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Where are you when you transfer research data?

How is the data transferred?
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Main Storage card

Where is the research data stored?

What security features protect the storage?

I:' Password
I:' Encryption

I:l 2 Factor Authentication

D Not sure

Who else has access to the storage?

I:' Single sign on

Is a copy of consent linked to the research data?

D Yes D No D Not sure

Main Storage card

Where is the research data stored?

What security features protect the storage?

I:l Password
I:l Encryption

I:' 2 Factor Authentication

D Not sure

Who else has access to the storage?

I:l Single sign on

Is a copy of consent linked to the research data?

D Yes D No D Not sure

For supporting information, visit: consentkit.com/data-management-workshop
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Software or App

to edit, de-personalise or make new documents etc with

: These cards describe any software or app which you use
your research data.

Name of the software or app you use to process data

What kind of research data is it processing?
I:l Video |:| Audio |:| Images I:l Text

What are you trying to achieve with it?

Does it have it's own cloud storage?

D Yes D No D Not sure

Is the research data deleted from it when processing is complete?

I:l Yes I:l No |:| Not sure |:| Not applicable

Is the licence for the data processor paid for by the organisation?

D Yes D No D Not sure

Software or App

These cards describe any software or app which you use
Q to edit, de-personalise or make new documents etc with
your research data.

Name of the software or app you use to process data

What kind of research data is it processing?
|:| Video I:l Audio I:l Images I:l Text

What are you trying to achieve with it?

Does it have it’s own cloud storage?

D Yes D No D Not sure

Is the research data deleted from it when processing is complete?

|:| Yes I:l No I:l Not sure |:| Not applicable

Is the licence for the data processor paid for by the organisation?

D Yes D No D Not sure

For supporting information, visit: consentkit.com/data-management-workshop
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Sharing card

How or where will the research data be shared?

Who is the audience?

Is anyone new given access or control of research data?

I:l Yes |:| No |:| Not sure

If yes, who?

Where will the research data be shared?

I:' Internally I:l Publicly I:' Not sure

Are new files or documents created at this point?

I:' Yes I:l No I:' Not sure

If yes, what?

Is research data embedded or linked to the file or document?

I:' Linked I:l Embedded I:' Not sure

Sharing card

How or where will the research data be shared?

Who is the audience?

Is anyone new given access or control of research data?

|:| Yes I:l No I:l Not sure

If yes, who?

Where will the research data be shared?

|:| Internally |:| Publicly |:| Not sure

Are new files or documents created at this point?

D Yes D No D Not sure

If yes, what?

Is research data embedded or linked to the file or document?

I:l Linked I:l Embedded I:l Not sure

For supporting information, visit: consentkit.com/data-management-workshop
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Personally Identifiable Data
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For supporting information, visit: consentkit.com/data-management-workshop
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